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Introduction

Abstract---This study addresses modern technical methods in criminal evidence. The use
of modern scientific methods in proving crime has brought about a scientific revolution
in the field of criminal evidence, which has made it necessary indeed imperative for
criminal investigation officers to employ such methods in order to carry out the tasks
entrusted to them in the best possible manner. Criminal investigation and the collection
of evidence are among the foremost security activities aimed at confronting or
eliminating newly emerging crimes, through the development of modern methods and
means, as well as by equipping investigators with contemporary scientific and
technological knowledge. Consequently, these technical methods have received growing
attention from all nations. The Algerian state, like other countries around the world, has
worked to adopt these modern technical methods in criminal evidence.

Keywords---means, evidence, criminal, modern, rights.

Scientific evidence is considered the most effective means of reaching the truth and establishing rights
before the judiciary. This has rendered it a technique grounded in stable scientific foundations, and its
use has led to a major scientific and technological revolution in the field of criminal evidence. As a

result, it has left its imprint on all aspects of contemporary life, including the criminal sphere.

In light of this development, numerous risks and problems have emerged concerning the legality of
using these modern technical means. Given the divergence of opinions on this issue, and the lack of
clarity surrounding it, it has become necessary to examine the views of jurists and scholatly researchers
regarding the legitimacy of using such means, in order to ascertain the purpose achieved through their
use in criminal evidence and the effects resulting therefrom.
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Among the most significant of these means are those that infringe upon the psychological and physical
integrity of individuals, which are used openly and directly affect the material and psychological being of
the human person. These include hypnosis, the polygraph (lie detector), and fingerprints in their various
forms. Added to these are electronic surveillance methods that are employed covertly and lead to the
disclosure of individuals’ private lives and the violation of their personal secrets, such as the
interception of correspondence, audio recording devices, and photographic capture.

The use of these means also constitutes a clear violation of the sanctity of private life and an
infringement upon individuals’ rights and freedoms as enshrined in various constitutions around the
world and in international conventions. This necessitates the formulation of the following problem
statement: To what extent do modern technical methods that infringe upon individuals’ private lives
affect criminal evidence?

In light of the foregoing, this study adopts the analytical method, as it is the most appropriate for
addressing this issue, within a methodological plan divided into two sections. The first section examines
recording and surveillance devices and the extent of their legality, addressing the concept of recording
and surveillance devices in the first requirement, and their legal legitimacy in the second requirement.
The second section addresses fingerprints and their legality, by discussing their concept in the first
requirement and the extent of their legality in the second requirement.

Section One: Recording and Surveillance Devices and the Extent of Their Legitimacy

The emergence of recording and surveillance devices has given rise to significant controversy,
particularly regarding the legality of the evidence obtained through them in criminal proceedings. Legal
scholarship has thus been divided between proponents and opponents of their use. Contemporary
legislation, however, has addressed this issue by regulating and organizing such practices. Before
examining the legality of using these means, it is first necessary to clarify their concept (First
Requirement), followed by an examination of their legal legitimacy (Second Requirement).

First Requirement: The Concept of Recording and Surveillance Devices
In this requirement, we seek to clarify the concept of recording and surveillance devices, focusing in
particular on the interception of correspondence and audio recording devices.

First Branch: The Concept of Interception of Correspondence

By referring to the Code of Criminal Procedure, it becomes evident that the Algerian legislator did not
provide a specific definition of the interception of correspondence!, but rather confined itself to
regulating this process. Such regulation concerns the interception, recording, or copying of
correspondence carried out through wired and wireless means of communication. These
correspondences consist of data capable of production, distribution, storage, reception, and display 2,

However, despite the effectiveness and importance of this procedure in uncovering offenders, it clashes
with considerations related to the preservation of individuals’ personal freedom and the protection of
people’s secrets and privacy. This is due to the intrusive nature of such practices into the private lives of
persons subject to sutrveillance and the consequent violation of the human right to the confidentiality of
correspondence. In this regard, the Algerian Constitution, in Article 39, stipulates that no measure may

infringe upon the private life of the citizen?.

Second Branch: Audio Recording Devices

Audio recording* constitutes a covert procedure that infringes upon one of the fundamental rights of
individuals, much like the interception of correspondence. Considerable debate has arisen regarding the
legality of secretly recording individuals without their knowledge. This practice refers to the recording
of sounds through devices used to capture audio on tapes or other media that can later be listened to at
any time.
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The wiretapping > of private conversations and their recording without the knowledge of the person
concerned entails a particular violation of human privacy. Accordingly, many constitutions and
international legislations have guaranteed protection against such practices. The use of this modern
technical means also raises certain technical problems. From a technical standpoint, audio recordings
may not accurately reflect reality due to possible distortion or falsification of the truth, whether through
deletion, addition, or alteration of word placement, as well as manipulation of recorded material
(commonly referred to as the editing or “montage” process). Moreover, other problems may arise, such
as the inefficiency or inaccuracy of the recording device used, or conducting recordings in crowded
environments, which may lead to the mixing of voices and difficulty in distinguishing them accurately.
Added to this is the possibility of voice similarity, deliberate imitation of voices, or intentional alteration
of vocal tone. Beyond these technical difficulties, and even the prospects of overcoming them, the issue
has long sparked unresolved legal controversy regarding the legality of such procedures and the
admissibility of their results before the courts®.

This process may involve placing recording surveillance on the suspect’s telephone or installing highly
sensitive listening devices in locations frequently visited by the suspect. After subjecting such recordings
to analysis, voiceprints can be distinguished, as in the science of phonetics, since the likelihood of two
individuals possessing identical voiceprints is extremely remote 7.

Similarly, the devices used for image capture in the modern era have become highly precise in
producing images that clearly and accurately depict an incident, a person, or a behavior presented
before the judge. Such images are considered strong presumptive evidence; were it not for human
intervention in the process of photography and the potential for forgery and manipulation, they would
constitute conclusive evidence establishing certainty in proof. This is particularly because they are
subject to scrutiny and examination by specialists to verify their authenticity °.

Nevertheless, the significant advancement in the field of photography, in its various forms and
purposes, has come to entail serious risks, most notably the violation of human privacy through the use
of one’s image®. This has led to the search for legal protection of individuals against visual intrusion into
their private lives. Consequently, some comparative legislations have criminalized photography carried
out without the consent of the person concerned or outside the cases expressly permitted by law.

Second Requirement: The Legality of Recording and Surveillance Devices

In order to prevent any threat to the internal or external security and safety of the State, or to uncover
the perpetrators of crimes, the national laws of various countries have authorized public authorities,
through competent officials, to intercept conversations, private or confidential calls, or to take
photographs without such acts constituting any offense against them. This inevitably leads to the
following question: to what extent is the legality of this employed technique established?

Doctrinal and judicial opinions have diverged regarding the legality of using these means, given that
they are carried out covertly and infringe upon individuals’ privacy, particularly in private places. In
what follows, we shall address this issue as outlined below.

First Branch: The Legality of Interception of Correspondence

With regard to the legality of this method, jurists’ opinions have varied between supporters and
opponents!’. American legal doctrine, in particular, has been divided on this issue. One trend opposes
this method, prioritizing the individual’s interest in protecting privacy over the interest of society, on
the grounds of fear of abuse by security authorities when exercising the powers vested in them to
conduct surveillance. Another trend supports surveillance, but within the framework of balancing the
right to confidentiality on the one hand and society’s right to uncover and prove crimes on the other.
This approach is guided by certain criteria and safeguards when lifting confidentiality, foremost among
which are the seriousness of the situation itself, the genuine necessity of resorting to such a measure,
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and the degree of trust in the results it yields criteria that, in most cases, do not depart from those
enshrined in American legislation".

As for French law, it criminalizes acts that constitute an infringement of private life through listening,
recording, or transmission by means of any device whatsoever without the consent of the person
concerned while present'?. However, this approach has been criticized by some French legal scholars
with regard to the criterion adopted for determining what constitutes private conversations. In response
to such criticism, certain amendments were introduced to this law criminalizing such acts, particularly

concerning the constituent elements of these crimes'?.

In Italian law, the new Italian Code of Criminal Procedute No. 447, issued on 16 February 1998,
devoted an entire chapter to this matter namely Chapter Four of Title Three of Book Three (Articles
266 to 271), which entered into force on 24 October 1989. Article 266 thereof specifies five cases in
which recourse to the interception of telephone calls and communications, or any other form of
communication, is permitted. Three of these cases had already been provided for under the previous
law of 1930, as amended by Law No. 517 of 18 June 1955, relating to drug and psychotropic substance
offenses, weapons and explosives offenses, and smuggling crimes. The remaining cases are as follows:
a) Intentional crimes punishable by life imprisonment or by a term of imprisonment whose
maximum exceeds five years.
b) Crimes against public administration for which the law prescribes a maximum penalty exceeding
five years” imprisonment, whereby the interception and recording of telephone conversations is
permitted in accordance with specific rules and guarantees'.

With regard to Arab legislation, some Arab legal systems have regulated procedures relating to the
monitoring of telephone communications within their criminal procedure laws. Among these, by way of
example and not limitation, are the Egyptian!®, Libyan, Syrian, Kuwaiti, and Jordanian legislations.
Conversely, other legislations have remained silent on this matter, neither addressing nor regulating it,

such as the Moroccan, Saudi, Lebanese, Tunisian, and Iraqi 1egislations"‘.

As for the Algerian legislator, it has criminalized all acts infringing upon the sanctity of private life
under the Algerian Penal Code, and has upheld the inviolability of the secrecy of correspondence and
private communications pursuant to Article 39 of the current Algerian Constitution. However, in light
of the enormous technological development in the field of crime, it became incumbent upon the
Algerian legislator to strike a balance between the requirements of combating crime on the one hand,
and respect for the sanctity of private life and the confidentiality of correspondence and
communications on the other. This balance is reflected in Articles 114 to 119 of the Algerian Code of
Criminal Procedure, which regulate correspondence, audio recording, and image capture.

Second Branch: The Legality of Audio Recording

In this regard, jurists have differed in their opinions on this issue, dividing between supporters and
opponents of the use of audio recording for the purpose of obtaining evidence, each relying on its own
arguments and justifications, although the latter view is generally regarded as the prevailing one. In
France, legal scholarship has been divided into two trends. One trend argues that the general rule is
freedom of proof, whereby the criminal judge enjoys the freedom to form his or her conviction based
on any means that inspires confidence. Accordingly, it is not permissible to exclude evidence derived
from audio recordings so long as such recordings are not prohibited by law. They may thus be relied
upon whenever the recorded statements or conversations were made of the speaker’s own free will and

without any form of influence!”.

Conversely, proponents of the opposing view argue that this method constitutes a means involving
deception and fraud, which necessitates prohibiting reliance on statements derived therefrom as



544

independent evidence. Such recordings may only be regarded as mere indicia that reinforce other
elements of proof 18,

With respect to contemporary legislation, only a limited number of legal systems have definitively
resolved this issue through clear and explicit provisions, as was the case with the interception of
correspondence or what is known as the monitoring of telephone communications in certain countries.
Comparative criminal laws have likewise diverged on this matter. In French law, the French
government responded by approving the Intelligence Bill on 19 March 2015, aimed at strengthening
counter-terrorism  efforts, following mounting calls for the enactment of legislation authorizing
intelligence services to employ the necessary means to confront terrorist threats. This resulted in the
enactment of Law No. 2015-922 on Intelligence, comprising 27 articles, which introduced several
amendments, including the abolition of judicial authorization and its replacement with administrative
authorization in operations involving the interception of correspondence and surveillance through
imaging'”.

In TItalian law, no explicit provision exists regarding this method. Nevertheless, Article 189 of the new
Italian Code of Criminal Procedure permits the judge to rely on evidence not expressly regulated by law,
provided that it is suitable for ensuring the verification of facts and does not affect the freedom of
will?,

As for English law, prior to the issuance of the United Kingdom’s Interception of Communications Act
of 1985, electronic eavesdropping was not punishable, as it did not constitute a crime per se, provided
that it was not associated with the commission of another offense, such as the violation of the
inviolability of the home, for example?'.

In American law, upon the enactment of Law No. 18 of 1970 concerning communications, it was
stipulated that surveillance or wiretapping of oral, telephone, or telegraphic communications could not
be carried out without a reasoned order issued by the judicial authority. This was permitted only where
there existed grounds indicating that a crime was about to be committed or had already been committed
and could not be uncovered except through recourse to such means, and where other means were
ineffective or futile??.

As for the Moroccan and Libyan legislators, they did not address this issue through clear statutory
provisions, in contrast to the Egyptian legislator, who enacted Law No. 37 of 1972 concerning the
protection of individual liberty. This law introduced amendments to certain provisions of the Penal
Code and the Code of Criminal Procedure, and classified the recording of conversations conducted in
private places or via telephone as a criminal offense punishable by law when carried out outside the
cases permitted by law and without the consent of the victim, in accordance with Articles 309 bis and
309 bis (A). Amendments were also introduced to Articles 95 and 206 of the Code of Criminal
Procedure, making it possible for investigative authorities to record conversations under the same
conditions and guarantees applicable to the monitoring of wired and wireless communications?3.

As for the Algerian legislator, it has adopted the same position applied with respect to the interception
of correspondence.

Section Two: Fingerprints and the Extent of Their Legitimacy

Forensic science is concerned with the scientific study of physical evidence, and it primarily focuses on
the manner in which a crime scene is processed through the proper collection of evidence. No matter
how professional or experienced a criminal may be, traces or material evidence are often left behind at
the crime scene through which the truth or at least part of it may be uncovered. Among such evidence
are fingerprints in their various forms. Given the multiplicity of fingerprint types, this study will focus
on only two of the most common and effective forms in criminal evidence: fingerprints and DNA
profiling.
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First Branch: Fingerprints

At present, fingerprints? have become one of the most important forms of evidence in the field of
criminal proof, owing to their possession of several fundamental and essential characteristics.
Consequently, states have adopted their use within various legal systems, prompting courts to rely on
fingerprints as evidence forming the basis for acquittal or conviction in criminal cases brought before
them. It is from this standpoint that fingerprints have acquired particular significance within legal

science?.

Fingerprints, in their various forms, are considered among the most important material traces left by an
offender at the crime scene. They are distinguished by their conclusive evidentiary value, as they rest
upon stable scientific foundations, and they possess technical significance in criminal investigation and
other security-related fields. Fingerprints are regarded as a means of verifying the identity of their owner
and determining his or her individuality with certainty, identifying the perpetrator and the number of
offenders present at the crime scene, as well as the locations accessed by the offender and the place of
the incident itself *.

Second Branch: DNA Profiling

This technique is considered one of the most important methods relied upon in criminal investigation.
It was unknown in earlier times, which explains the diversity of definitions associated with this concept.
Despite its relative novelty, it has proven its effectiveness in certain cases where traditional forensic
methods failed to provide solutions.

Among the most significant definitions of this method is that it refers to the genetic material present in
the cells of all living organisms, which indicates the identity of each individual in particular. According
to the scientists Watson and Crick in 1953, a segment of deoxyribonucleic acid (DNA) consists of two
strands that coil around each other in the form of a helical ladder. This segment contains sequences of
phosphates and sugars, while the rungs of the ladder are formed by the pairing of four chemical bases
known as adenine (A), thymine (T), cytosine (C), and guanine (G). In humans, this segment consists of
approximately three and a half billion bases #’.

Dr. Abdullah Ghanem has defined DNA profiling as follows: “DNA profiling is an image of the
structure of the carrier material, meaning that the genetic fingerprint is a statement of hereditary
characteristics and traits that allow for the identification of the individual; it resembles a personal
identity card” %,

DNA profiling is used in several applications related to research on human health and the human body.
It can be obtained from all cells of the human body (blood, semen, hair roots, bone, saliva, ovum cells,
sweat, teeth, mucus, etc.). At present, it has become indispensable for uncovering crimes in which
conventional evidence is lacking. Given the tangible (material) nature of its results and its precision in
identifying offenders, it provides reassurance to the judge’s conscience when rendering judgment /.
There are also other scientific methods used in the search for evidence, including narcotic analysis,
blood testing, fingerprints, police dogs, and other investigative techniques.

Second Requirement: The Legitimacy of Fingerprints

For the result derived from fingerprint analysis to be admissible, the means by which it was obtained
must be legally legitimate. If the evidence reaches the judiciary through an unlawful means, it is devoid
of any legal value. Accordingly, the procedures followed in obtaining the evidence must conform to
those prescribed by law.

First Branch: The Legality of Fingerprints
Fingerprints possess significant probative value in criminal evidence, as they constitute conclusive proof
of the presence of their owner at the crime scene. Accordingly, the majority of jurists have advocated
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their adoption as a means of establishing fingerprints in criminal proof, considering this type of
evidence to be decisive and to enjoy full evidentiary authority in criminal proceedings. However, a
controversy has arisen among jurists regarding the permissibility of taking fingerprints from the accused
against his will. In this respect, some scholars maintain that the accused may be compelled to provide
fingerprints under specific conditions expressly stipulated by law. Although this procedure affects the
bodily integrity of individuals, it is justified by the overriding interest of society and the public interest in

uncovering crime .

In this regard, the Algerian legislator has not aligned itself explicitly with other legal systems, as it did
not expressly regulate this method. Nevertheless, it made implicit reference to it, as reflected in Article
73, paragraph 2, of the Algerian Code of Criminal Procedure3!, which obliges the judicial police officer,
upon proceeding to the crime scene, to preserve traces that may be at risk of disappearing and to seize
anything that may be useful in revealing the truth.

Fingerprints thus play a crucial role in criminal evidence, as they reveal the material traces left by the
offender at the place where the crime was committed.

Second Branch: The Legality of DNA Profiling

The majority of legal doctrine and judicial practice in criminal evidence has endorsed the necessity of
relying on DNA profiling, given that the results obtained through it are decisive and not subject to the
slightest doubt. The possibility of identical DNA profiles occurring between two individuals is virtually
nonexistent, except in the case of identical twins originating from the same ovum and sperm. Through
the use of deoxyribonucleic acid (DNA), evidence is obtained in a scientifically conclusive and definitive
manner, attributing crimes to a specific individual. This form of evidence does not admit debate,
dispute, or doubt, and may be relied upon by the judge as a convincing basis for judicial rulings.

Moreover, the use of DNA technology contributes more effectively to clarifying the circumstances of
crimes, particulatly those committed by a single offender using a consistent method, or through varying
criminal methods over extended periods. This facilitates the achievement of criminal justice, which
seeks to reach accurate and reliable results through sound and lawful methods that inspire confidence
and reassurance in the derived evidence. Consequently, crimes can be attributed to specific individuals
for purposes of accountability and punishment. From another perspective, the use of DNA evidence
may contribute to reducing the commission of crimes, as potential offenders may hesitate repeatedly
before committing an offense out of fear of exposure through DNA analysis and crime detection?. In
addition, DNA profiling provides the justice system with the sole means of establishing prosecution in
certain serious and complex cases, and is indispensable for uncovering such crimes, particularly in the
absence of other evidence.

Despite the justifications underlying this technique, there exists an opposing view that rejects its use,
arguing that it conflicts with the principle of bodily inviolability, which is among the most fundamental
rights enjoyed by individuals and must be respected and safeguarded in accordance with human dignity.
From this perspective, it is neither legally nor morally permissible to conduct medical experiments on a
human being for therapeutic purposes or purely scientific research without the consent of the person
subjected to the scientific procedure and the authorization of the legal system.

As for the Algerian legislator, it has expressly provided for the use of DNA profiling in judicial
proceedings pursuant to Law No. 16-03 of 19 June 2016, concerning the use of DNA profiling in
judicial procedures and the identification of missing persons and persons of unknown identity™.

What highlights the role of DNA profiling in the criminal field is its evidentiary authority in establishing
certain intractable crimes, including crimes against life in all their forms, such as homicide and assault
leading to death, various forms of suicide, crimes against honor and sexual integrity, sodomy, adultery,
rape, and indecent assault, among others.
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Conclusion

Evidence derived from scientific methods that are used overtly affects the physical integrity of the
individual, as is evident in recording and surveillance devices as well as DNA profiling, which directly
impact the material aspect of the human person.

By contrast, evidence derived from scientific methods employed covertly constitutes a clear
infringement upon the rights and freedoms of individuals guaranteed by constitutions and international
conventions, and violates the sanctity of their private lives.

Nevertheless, in light of the tremendous technological development of crime, the difficulty of proving
it, and the seriousness of its threat to society, certain legislations have permitted reliance on evidence
derived from modern scientific methods, given the dangerous nature of such crimes.

The necessity of resorting to these methods in certain serious crimes where evidence is otherwise
lacking requires the existence of adequate legal safeguards and guarantees to ensure that individuals’
rights and freedoms are not violated and that the sanctity of private life is respected.

Based on the foregoing, the following recommendations are proposed:

The need to pay greater attention to the training of specialists and experts in the use of scientific
methods, in order to reduce the potential margin of error and to bring factual truth as close as possible
to judicial truth.

The necessity, as far as possible, to limit recourse to modern methods that infringe upon the physical
and mental integrity of the accused, particularly those that negate free will.

The need to enact specific legislation governing the use of modern scientific and technical methods, and
to establish clear mechanisms for resorting to them, in order to safeguard individuals’ rights and
freedoms.

The necessity of equipping laboratories established for this purpose with modern, high-quality
equipment to ensure accurate and reliable results.
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